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1 SRI VIRUOAKSHESHWARA PATTINA SOUHARDA SAHAKARI NIYAMITHA MANAVI 1,00,000.00
2 LAXMI PATTINA SOUHARDA SAHAKARI NI 50,000.00
3 VIPRA VIVIDODDESHA SOUHARDA SAHAKARI NI 50,000.00
4 ODIYOOR SHREE VIVIDHODDESHA SOUHARDA SAHAKARI NI 25,000.00
5 SRI SARASWATHI CREDIT SOUHARDA SAHAKARI NI 25,000.00
6 SRI GURU RAMALINGESHWAR SOUHARDA PATTINA SAHAKARI NI., 25,000.00
7 Nandi Souharda Pattina Sahakari Ni., 10,000.00
8 Sri Kanyaka Parameshwari Souharda Sahakara Ni.,Chitradurga 10,000.00
9 Sri Basaveshwara Pattina Souharda Sahakari Ni.Gokak 5,000.00
10 SIRI SOUHARDA CREDIT CO-OP LTD 5,000.00
11 SRI MATHA VIVIDODDESHA PATTINA SOUHARDA SAHKARI NI 5,000.00
12 CHANNABASAVESHWARA CREDIT SOUHARDA SAHAKRI NI 5,000.00
13 SRI LAKSHMI MAHILA SOUHARDA CREDIT CO-OP LTD 5,000.00
14 BHARTH PATTINA SOUHARDA SAHAKARI NI 5,000.00
15 MEENU MARATAGARA VIVIDODDESHASOUHARDA SAHAKARI NI 5,000.00
16 UDUPI JANASEVA CREDIT SOUHARDA SAHAKARI NI 5,000.00
17 TULUNADU KALPAVRUKSHA SOUHARDA SAHAKARI NI 3,000.00
18 PANDHUBETTA SOUHARDA SAHAKARI NI 2,000.00
19 ARYA VYSYA SOUHARDA SHAKARI NI 2,000.00
20 SWARNA VIVIDODDESHA SOUHARDA SAHAKARI NI., 2,000.00
21 SRI PARAMAPQOJYA SIDDESHWARA SHRIGALA VIVIDHODDESHAGALA SOUHARDA CO-OP LTD 2,000.00
22 NETHRAVATHI CREDIT SOUHARDA SAHAKARI NI 1,000.00
23 ANANDA SAGARA SOUHARDA PATTINA SAHAKARI NI KOPPLA 1,000.00
24 KONKANA CREDIT SOUHARDA SAHAKARI NI 1,000.00
25 JANASNEHI NIVRUTHA NOUKARA PATTINA SOUHARDA SAHAKARI NI 200.00

widy S0 TR, 23,76,009/-
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Oct 05, 2018 : Fourth Bi-monthly Monetary Policy Statement,
2018-19 Resolution of the Monetary Policy Committee (MPC)
Reserve Bank of India On the basis of an assessment of the
current and evolving macroeconomic situation at its meeting, the
Monetary Policy Committee (MPC) decided to:

keep the policy repo rate under the liquidity adjustment
facility (LAF) unchanged at 6.5 per cent. Consequently, the reverse
repo rate under the LAF remains at 6.25 per cent, and the marginal
standing facility (MSF) rate and the Bank Rate at 6.75 per cent.
The decision of the MPC is consistent with the stance of calibrated
tightening of monetary policy in consonance with the objective
of achieving the medium-term target for consumer price index
(CPI) inflation of 4 per cent within a band of +/- 2 per cent, while
supporting growth. The main considerations underlying the
decision are set out in the statement below.

I. IMPORTANT NEWS.

1. October 19, 2018 : Basic Cyber Security Framework for
Primary (Urban) Cooperative Banks (UCBs)

Use of Information Technology by banks has grown rapidly
and is now an important part of the operational strategy of banks.
The number, frequency and impact of cyber incidents/attacks
have increased manifold in the recent past, more so in the case
of financial sector including banks. There is an urgent need to put
in place a robust cyber security/resilience framework at UCBs to
ensure adequate security of their assets on a continuous basis. It
has, therefore, become essential to enhance the security of the
UCBs from cyber threats by improving the current defences in
addressing cyber risks.

2. It is observed that the level of technology adoption is also
different across the banks in this sector — some banks offering
state of the art digital products to its customers and some banks
maintaining their books of account in a standalone computer and
using e-mail for communicating with its customers/supervisors/
otherbanks. Hence, ithas been decided toissue basic cyber security
guidelines applicable to all UCBs. However, any UCB, depending on
its Self-Risk Assessment, complexity of its Information Technology
(IT)/ Information Security (IS) systems, nature of digital products
offered, etc. is free to adopt advanced cyber security norms as
decided by their Boards.

3. An indicative but not exhaustive, basic cyber security
framework to be implemented by all the UCBs is given in Annex .

4. Need for a Board approved Cyber Security Policy —

All UCBs should immediately put in place a Cyber Security
policy, duly approved by their Board/Administrator, giving a
framework and the strategy containing a suitable approach
to check cyber threats depending on the level of complexity
of business and acceptable levels of risk. On completion of the
process of policy formulation by the Board, a confirmation shall

RBI NEWS - OCTOBER 2018

» K. Vittal Shetty, Banking Consultant, kohimavittal@Hotmail.com, Mobile : 9845699904

be sent to Department of Co-operative Bank Supervision, Central
Office, C-9, 1st Floor, BKC, Mumbai — 400051 by email within three
months from the date of circular. It shall be ensured that the cyber
security policy deals with the following broad aspects, keeping in
view the level of technology adoption and digital products offered
to the customers:
4.1. Cyber Security Policy to be distinct from the IT policy/IS
Policy of the UCB
The Cyber Security Policy should be distinct from the IT/IS
policy of the UCB so that it highlights the risks from cyber threats
and the measures to address/reduce these risks. While identifying
and assessing the inherent risks, UCBs should keep in view the
technologiesl adopted, delivery channels2, digital products3
being offered, internal4 and external5 threats etc., and rate each
of these risks as Low, Medium, High and Very High.
4.2. IT Architecture/Framework should be
compliant
The IT architecture/ framework which includes network, server,
database and application, end user systems, etc., should take care
of security measures at all times and this should be reviewed by
the Board or IT Sub-committee of the Board periodically. For this
purpose, UCBs may carry out the following steps:
i Identify weak/vulnerable areas in IT systems and processes,
ii.  Allow restricted access to networks, databases and applica-
tions wherever permitted, through well-defined processes
and approvals including rationale for permitting such access,
iii. Assessthe cost of impact in case of breaches/failures in these
areas and,
iv.  Putin place suitable Cyber Security System to address them,
v.  Specify and document clearly the responsibility for each of
above steps.
A proper record should be kept of the entire process to enable
supervisory assessment.
4.3. Cyber Crisis Management Plan
4.3.1Sincecyberriskisdifferentfrommanyotherrisks, the traditional
BCP/DR (Business Continuity Plan/Disaster Recovery) arrangements
may not be adequate and hence needs to be revisited keeping in view
the nature of cyber risk. A Government of India organisation, CERT-In
(Computer Emergency Response Team — India, a Government entity)
has been taking important initiatives in strengthening Cyber Security by
providing proactive/reactive services and guidelines, threat intelligence
and assessment of preparedness of various agencies in different
sectors, including the financial sector. CERT-In also has come out with
National Cyber Crisis Management Plan and Cyber Security Assessment
Framework. UCBs may refer to CERT-In/NCIIPC/RBI/IDRBT guidelines as
reference material for their guidance.
4.3.2 UCBs should promptly detect any cyber intrusions
(unauthorised entries) so as to respond/recover/contain impact of

security
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cyber-attacks. Among other things, UCBs, especially those offering
services such as internet banking, mobile banking, mobile wallet,
RTGS/NEFT/IMPS, SWIFT, debit cards, credit cards etc., should take
necessary detective and corrective measures/steps to address various
types of cyber threats6 viz. denial of service (DoS), distributed denial
of services (DDoS), ransomware/crypto ware, destructive malware,
business email frauds including spam, email phishing, spear phishing,
whaling, vishing frauds, drive-by downloads, browser gateway fraud,
ghost administrator exploits, identity frauds, memory update frauds,
password related frauds, etc.
5. Organisational Arrangements

UCBs should review the organisational arrangements so
that the security concerns are brought to the notice of suitable/
concerned officials to enable quick action.

6. Cyber Security awareness among Top Management/Board/
other concerned parties

Managing cyber risk requires the commitment of the entire
organization to create a cyber-safe environment. This will require
a high level of awareness/familiarisation among staff at all levels
including Board and Top Management. UCBs should actively
promote among their customers, vendors, service providers and
other concerned parties an understanding of its cyber security
objectives. Security awareness among customers, employees,
vendors, service providers, etc. about the potential impact of
cyber-attacks helps in cyber security preparedness of UCBs.

7. Ensuring protection of customer information

UCBs, as owners of customer sensitive data, should take
appropriate steps in preserving the Confidentiality, Integrity and
Availability of the same, irrespective of whether the data is stored/
in transit within themselves or with the third-party vendors;
the confidentiality of such custodial information should not be
compromised in any situation. To achieve this, suitable systems
and processes across the data/information lifecycle need to be put
in place by UCBs. As regards customers, UCBs may educate and
create awareness among them with regard to cyber security risks.

8. Supervisory reporting framework

UCBs should report immediately all unusual cyber security
incidents (whether they were successful or mere attempts) to
Department of Co-operative Bank Supervision, Central Office, C-9,
1st Floor, BKC, Mumbai — 400051 by email, giving full details of
the incident. A ‘NIL report shall be submitted on quarterly basis in
case of no cyber security incidents.

9. A copy of this circular shall be placed before the Board of
Directors/Administrator in its ensuing meeting and a policy on
Cyber Security should be framed by the Board/Administrator

$eom 3e3ed : BWRdwerd ﬁoﬁﬁﬂﬁ%‘a : 080-23378375-80, 23474408, 23573291

immediately. After framing of the policy, UCBs are advised to
implement basic Cyber Security Controls as indicated in Annex |
and report the same to respective Regional Offices of Department
of Co-operative Bank Supervision on or before March 31, 2019.

1. Directions, Withdrawals, Penalties & Cancellation of Licences
of Urban Co-operative Banks & Banks.

1.0ct 03, 2018 : Millath Co-operative Bank Limited, Davangere,
Karnataka — Penalised X 15.00 lakh (Rupees fifteen lakh only) for
violating RBI directives/guidelines

2. Oct 03,2018 : Reserve Bank of India imposes monetary
penalty on Federal Bank Limited of X 50 million for non-compliance
with the directions issued by RBI

3. Oct 03, 2018 : RBI Directions issued to Shri Ganesh Sahakari
Bank Ltd, Nashik, Maharashtra further extended upto December
29, 2018

4. Oct 04, 2018 :The Bijnor Urban Co-operative Bank Ltd.,
Bijnor — Penalised

5. Oct 05, 2018 : The Ananthapuramu Co-operative Urban
Bank Ltd., Ananthapuramu, Andhra Pradesh — Penalised.

6. Oct 05, 2018 : RBI imposes penalty on The Navanirman Co-
operative Urban Bank Ltd., Hyderabad Telangana

7. Oct 05, 2018 : RBI extends Directions to The Vaish Co-
operative Commercial Bank Ltd., New Delhi,

8. Oct 09, 2018 : RBI cancels the licence of Navodaya Urban
Co-operative Bank Ltd., Nagpur, Maharashtra.

9. Oct 09, 2018 : Sir M Vishvesvaraya Co-operative Bank Ltd.,
Bengaluru, Karnataka — Penalised

10.0ct 09, 2018 : Reserve Bank of India imposes monetary
penalty on Indian Mercantile Co-operative Bank Limited

11.0ct 10, 2018 : Mathura Zila Sahkari Bank Ltd., Mathura,
Uttar Pradesh — Penalised

12. Oct 11, 2018 :Hardoi Zila Sahakari Bank Ltd., Hardoi, Uttar
Pradesh — Penalised

13. Oct 17, 2018 : National Urban Co-operative Bank Limited,
New Delhi — Penalised

14. Oct 17, 2018 : Urban Co-operative Bank Ltd., Basti (U.P.)
- Penalised

15.0ct 17,2018 : RBl issues Directions to The City Co-operative
Bank Ltd., Mumbai, Maharashtra

16. Oct 25, 2018 : Mandya City Co-operative Bank Ltd.,
Mandya, Karnataka — Penalised by RBl a monetary penalty

17. Oct 29, 2018 : RBI issues Directions to The Needs of Life
Co-operative Bank Ltd. Mumbai, Maharashtra.

18. Oct 31, 2018 : RBI imposes monetary penalty

Source: www.rbi.org.in
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